























customer research load data is representative of the customers with batteries,
including those who also have solar distributed generation.



STATE OF NEW HAMPSHIRE

Intra-Department Communication

DATE: February 7, 2020
AT (OFFICE): NHPUC

FROM: Randall S. Knepper, Director, Safety Division

SUBJECT: DE 17-189 Liberty Battery Storage Pilot Program
Review of Liberty’s Cybersecurity Certification, Supporting
Documentation, and amended Cybersecurity Plan

TO: Thomas C. Frantz, Director, Electric Division
CC: David K. Wiesner, Director, Legal Division

In Order No. 26,209 (January 17, 2019) (Order), the Commission conditionally approved
a settlement agreement providing for the implementation by Liberty Ultilities (Granite
State Electric) Corp. d/b/a Liberty Utilities (Liberty) of its proposed two-phase battery
storage pilot program intended to achieve customer savings through peak load reductions.

In the Order, the Commission expressed concern about the “potential cybersecurity risks
implicated by the integration of utility-owned equipment and systems installed behind-
the-meter at customers’ premises,” and required that,

before Phase 1 of the pilot is implemented, Liberty complete a comprehensive
evaluation of the cybersecurity risks raised by the battery storage pilot program,
including both firmware and software elements, and confirm there are no
cybersecurity risks for manipulation of electrical usage, access to customer
personal protected information, or unauthorized alteration of equipment
performance or settings. In addition, an evaluation of the relevant vendors’
practices must be completed by Liberty and deemed to be sufficient. Liberty’s
Cybersecurity Plan must also clearly outline the measures, detection methods, and
mitigation strategies that it plans to implement regarding integration of utility-
owned equipment and systems installed behind-the-meter at customers’ premises
prior to program implementation. Liberty must file a written certification signed
by [Shawn Eck, Senior Manager, IT Security, Risk and Compliance], and also by
a senior executive responsible for cybersecurity initiatives, confirming that such
evaluations have been completed and conclusions reached, together with
documentation describing in reasonable detail the supporting methodologies used
in such determinations and include with a copy of its amended Cybersecurity
Plan. The filing of Liberty’s Cybersecurity Plan may be submitted confidentially
pursuant to Puc 201.06(a)(16). A similar certification and filing must be
submitted each year during the full-term of the pilot program.



Liberty filed with its recent Phase 1 deadline extension motion a “Tesla Energy
Cybersecurity Memorandum” signed by Mr. Eck and by John Lowson, Vice President,
Transition Management and IT, which is intended to meet the written certification
requirement. Liberty therefore has satisfied the requirement to submit a written
certification confirming that a cybersecurity evaluation involving Tesla and its Powerwall
2 batteries and related Gateway have been completed and stating the conclusions reached
with respect to that evaluation.

Liberty has also submitted a copy of its amended Cybersecurity Plan that outlines the
measures, detection methods, and mitigation strategies it plans to implement regarding
integration of utility-owned equipment and systems installed behind-the-meter at
customers’ premises. Liberty has not yet filed documentation describing in reasonable
detail the supporting methodologies used in the determinations covered in its written
certification. Instead, Liberty has indicated that it will make that filing once it has
determined, in consultation with Tesla, what portions of the documentation should be
subject to a request for confidential treatment.

Liberty has, however, made the supporting documentation available at its offices for
Commission Staff review, I recently reviewed that documentation as well as the
company’s amended Cybersecurity Plan and found that the certification, documentation,
and amended plan are sufficient to meet the requirements described in the Order.
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